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Agenda

• Insights from September IoT
Convivio

• The Current Challenges in the IoT

• Examples of Chief IoT Officers or 
Similar

• Profiling the Chief IoT Officer and the 
Context – Research Project 



• The IoT is a multidisciplinary transformative vision impacting any 
economic sector and living environment.

• From a business point view, the IoT vision is an essential 
competitive advantage necessity. However, in order to exploit that, 
an IoT strategy is necessary. 

• But, what is an IoT strategy? Which are the elements of an IoT
strategy? 

• Starting from a simple point, we started thinking at the 
identification and development of an IoT solution. But, we also 
explored the idea of adopting an IoT solution in order to gain 
benefits for the company

Insights from September 2016 Convivio
The IoT and the Need for an IoT Strategy



• Designing, developing, and deploying an IoT solution can require 
different skills. Therefore, the impact of that process can be 
horizontal across the organisation.

• Who governs that new and multidisciplinary process? Is there the 
need for a specific profile within the organisation able to manage 
that process? 

• A possible answer to that is the Chief IoT Officer. But, who is he or 
she? 

• A possible answer implied the evolution of the Project Manager or 
Program Manager. 

Insights from September 2016 Convivio
The Need of a Chief IoT Officer



• The Chief IoT Officer is a Program Manager or a Project Manager 
experienced in running complex and multidisciplinary projects. 

• He or she should also have a strong “internal marketing capability” 
in order to sustain the vision internally, a sort of in-company 
champion.

• But, he or she needs to have a medium-long term vision, but, able 
to navigate the short-term 

• Finally, he or she is a flexible individual experienced in navigating 
changeable contexts and able to talk different working languages 
(being an engineer if necessary, but also a branding designer if 
needed)

Insights from September 2016 Convivio
Trying to Define the Chief IoT Officer



• But, the Chief IoT Officer is not alone. He or she has an “IoT Team” 
that reflects his or her characteristics, strategic and 
multidisciplinary. 

• From system architect to solution specialists, from data scientists to 
software developers, from marketing experts to designers, to 
branding experts to organisational experts. The mix can be 
extremely reach.

• How do we form the Chief IoT Officer and the IoT Team members.
• A Triple Helix Model can be beneficial here: academia, government, 

companies working together towards the formation of new skills in 
the short-term and, strategically, in the long term. 

Insights from September 2016 Convivio
Forming the Chief IoT Officer and the IoT Team



1. Not Dominant Connectivity, but several types of 
Connectivity

2. Role and evolution of IoT Platforms

3. Ensuring a secure IoT

4. Data orchestration – bringing together machine-
generated data and IT system data

5. Edge Intelligence and Cloud Intelligence

6. Purposes of data analytics tools 

7. Rising interest in the role of blockchain in the IoT

8. Robotics, AI, Cognitive Computing and the IoT

Current Themes on the Agenda of Chief IoT
Officers



The Rising Interest in LPWAN for Low-Data 
IoT

Source: Beecham Research, “An Introduction to LPWA Public Service Category”, Published 2016



IoT Security

IoT Threat Map



IoT Solutions bring security complexity



Approaches to IoT Security

• The raison d’etre of the IoT is in the ability to do analytics on big data and to drive 
efficiencies and new system development by linking together complex systems which 
otherwise would not have been able to be connected.

• The challenge with big data is that we have to trust it.  It has to have a level of integrity.  
We also need confidentiality so that only the correct people can see it. So to make big data 
and the IoT work we have to make trusted platforms work. 

• How do we create a trusted platform?  We have to develop concepts 1) around 
confidentiality so that we can protect our data in flight and at rest, 2) around integrity so 
that we can mathematically prove that the edge points feeding into the system are 
functioning correctly, and 3) we need to have availability so that even under and post 
attack the systems are functioning in a correct way.  These three together create the 
secure capabilities that underpin our trusted platforms.

• What is the IoT community (in a Triple Helix sense) thinking of doing? SE and other non 
communication gateway routes of trust and securing the edge also through gateways, but, 
mostly important Guidelines (e.g. OSWAP, Council of Cybersecurity) 

• What should we avoid? The idea that one IoT security architecture fits all the IoT solution. 



Robotics and AI

Robotics in the home 
with Pepper by 
Softbank in Japan, 
enriched by 
developing programs 
heavly influenced by 
AI

Pepper for Businesses available in Japan in the retail sector 
for customer engagement. Trials in the US and France.
Pepper for Business Developer Program using AI for 
improving “Pepper intelligence”



Are There Chief IoT Officers Around? 

• Telecom operators are creating Chief IoT Officer. Telefonica has a Chief IoT
Officer. However, the profile reflects a person in charge of the IoT solution 
offerings of the organisation.

• In the retail space, we can find Chief Experience Officers, who looks at the 
shopping experience through the omnichannel strategy with strong focus 
on the reinterpretation of the store through the IoT (Zara Group). 

• Chief Innovation Officers are increasingly becoming Chief IoT Officers when 
the impact of the IoT vision is becoming transformational for the 
organisations (TVH Group in Belgium).

• The Chief Digital Officers in Metropolitan Areas and Municipalities working 
around smart city projects (Bristol is Open, discussion in the Greater 
London Authority around the identification of a Chief Digital Officer)



Research Project – Profiling the Chief IoT
Officer and the Context of Operations 

• Identifying the organisational implications of the Internet of 
Things vision being aware of the context.

• Addressing the organisational changes in order to design and 
deploy the IoT strategy. 

• Designing the IoT team in charge of the IoT strategy.

• Profiling the Leading Figure or Chief IoT Officer.

• The research methodology is largely based on a survey that 
involves You!
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